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Disclaimer: I am not an expert.

· I’m a user of all these sites and technologies

· I’ve done a little reading and research
Overview
· Teen usage of the Internet

· Teens know they need to limit how much information they make available online.

· 66% with a profile online restrict access to that profile in some way, in most cases its available only to their friends.

· 45% of teens with public profiles actually post false information to those profiles. Most teens simply limit the info they place online.

· Only 10% share both their first and last name on their profiles.

· 32% of teens have been contacted online by someone unknown to them and their friends.

· It’s 43% for those who use social networking sites. Defining “stranger” is a bit ambiguous, though, because that could be a band asking you to check out their new music or someone you know who is just playing a joke by pretending to be someone else.

· Of the 32% who were contacted online by someone they don’t know, 65% of them ignored it or deleted it. 21% said they followed up to learn more, either out of curiosity or just to learn more. 8% wrote them and asked to be left alone. 3% actually informed an adult.

· Less than 25% of the teens contacted by a stranger said that the contact made them feel uncomfortable or scared, that’s 7% of ALL online teens. Most kids who are contacted by sexual scumbags just delete the message and ignore it unless they’re actually seeking it out.
· Misconceptions – Posting personal information is dangerous

· The actual number of reported incidents that can be traced to personal information shared online is very low.

· Amanda Lenhart, a researcher at the Pew Internet & American Life Project, suspects that the media may be helping to fuel a “culture of fear.” “The fact that the media covers these types of things in great detail creates the sense in the population that this is a real problem happening all the time, when in fact it’s not actually accurate.”
· Danah Boyd also speaks against the media’s coverage of teen blogging, “The choice to perpetually report on the possibility or rare occurrence of kidnapping/stalking/violence because of Internet sociability is not a neutral position – it is a position of power that the media chooses to take because it’s a story that sells. There’s something innately human about rubbernecking, looking out for fears, about reveling in the possibilities of demise. Mainstream media capitalizes on this, manipulating the public and magnifying the culture of fear. It sells horror films and it sells newspapers.”
· Victims are not deceived. They know the age, gender, intentions and exactly what’s going on.

· Victims are students who actually look for this kind of sexual affirmation.

· Placing personal information online does NOT place them at greater risk for victimization, but rather engaging in sexual conversation with people they know only online.

· Listen to your students and what they want to talk with you about. Keep communication open. Don’t blow off what they’re saying. Talk with your kids about what they’re doing online and who they’re talking to.
· College applications, job prospects, global reputation, potential employers check profiles.

· According to a study conducted by the job search agency, ExecuNet, 75% of recruiters used Web searching as part of the applicant-screening process last year. More than 25% said they eliminated candidates based on information they found online.

· Cyber bullying

· A small percentage, but growing percentage, of students experience harassment and bullying online. The Internet has been used by teens to quickly create large forces and support for various causes, but it can also be used to quickly build against someone.

· According to a survey of 1,500 students in 4th-8th grad conducted by I-SAFE America, 42% of respondents reporting having been bullied online.

· 58%  of those who were bullied hadn’t told their parents. Some were afraid to report it for fear that their parents would take away or limit their Internet access.

· Girls are much more active in online bullying then boys, but the boys tend to enjoy watching it fights go back and forth.

· It’s a way of establishing status or creating status in the school.

· Sometimes it’s a continuation of the same pattern of what happens in school and then it intensifies online.

· Often the kids who are doing the bullying at school and online are the ones who are being bullied by an adult somewhere else.

· Example: someone may take a compromising picture of someone with their camera phone and post it online to make an embarrassment out of them. Maybe they’ll even edit the picture to paint a scene that never even happened.

· Example: sending text messages to other people in the room about someone else who is also in the room.

· Example: Teen shares their IM/email/profile password with a friend. When the friendship ends, that person logs in, pretends to be you and sends nasty messages to other people.

· The good news is that dealing with online harassment or bullying can be easier for teens than facing an offline bully. Teens can literally ignore people on IM by making themselves “invisible,” blocking specific emails, or even creating a new email address or profile. Reporting is easier too because there is a paper-trail left behind of exactly what happened.

· How home life affects Internet life

· Because of these sites, now parents have access to see some things that they normally wouldn’t have access to, like conversations in the school locker rooms, the conversations that happen behind closed doors.

· The knee-jerk reaction is to blame the technology for why kids are behaving and acting the way they do rather than realizing that what happens in their kids lives is actually much deeper. The Internet is just how they express themselves.

· Getting rid of the technology that makes you feel comfortable is not a solution.

· Getting rid of what you can see doesn’t get rid of what’s at the root causes.

· If kids are in trouble offline, they seek validation for that online from peers if peers are part of the problem.

· What happens offline that affects risky behavior online?

· Abuse: The abusive parenting situation.

1. Not necessarily physical abuse, but

2. verbally abusive

3. being absent

4. emotional and physical abandonment and other things that

5. make the home feel like an unsafe place.

6. So they go online because it actually feels safer to them than the home. They go there to seek some kind of solace in communities that might not hurt them.

· Pressure: There’s also the pressure at home that a lot of parents place on their kids.

1. Pressure to get As

2. Pressure to get into a good college

3. Pressure to get a good job and make good money

4. Pressure to succeed.

5. This is almost always middle to upper-class communities.

6. Kids don’t feel like they’re succeeding.

7. Most of these parents have very good intentions, but the pressure is breaking their kids.

8. When a kid cracks under the pressure, they do a lot of damaging things such as cutting or reaching out to things online.

9. Kids start to dream about freedom: turning 21, graduating from college, having a car and having access to alcohol. They desperately seek out freedom because they don’t have it at home.

· Workaholism: This is huge in the middle and upper-class and becomes an indicator of “uh ohs” later on in a teen’s life. Poverty has the same affect, on the other end, because parents are often not home working night jobs.
· Statistics (Move over Myspace, Facebook is #1 blog post)

Introduction to sites

· What is a social networking site?

· The point of a social networking site is to put a profile of yourself online for the purpose of connecting with others. Usually you just want the people you know, but you still want to be findable by people you’ve maybe lost contact with or kids you don’t know very well in real life. The tension is trying to be findable by the people you want to find you and not findable for everyone else.
· Facebook demo

· MySpace demo -- Connor

· Deviant Art demo (Casey’s profile)

Introduction to media sites

· How broadband has changed the Internet
· User generated content (blogs, too)
· YouTube demo (how to tie a tie, Alexandria, embed into blogs)
· Flickr demo (it integrates into other sites)
Introduction to Instant Messenger
· What is Instant Messenger?

· AIM demo

· MSN demo

· Yahoo! demo

· Trillian demo

Introduction to blogs

· What is a blog?

· A web application that contains periodic time stamped posts (or written entries) on a common webpage. These posts are often, but not necessarily, in reverse chronological order, meaning that the more recent posting appears first.

· Many adult blogs are about one person spouting his or her expertise or opinion to many, whereas many teen blogs are more like a group of friends socializing with one another.

· Many teens keep a blog as a “parent free” space to express themselves mainly to a small group of friends.

· The reality is that teens have always kept journals as a way to process what’s happening in their lives and to formulate what they think and feel about themselves, their parents, friends and the world.

· It can be used for some unbelievably positive things:
· A place to share my faith

· A place to share my journey

· A place to share encouragement
· Facebook/MySpace (mostly high school and college)

· Live Journal demo (check bookmarks mostly jr. high and high school)

· Xanga demo (mostly elementary and jr. high kids, although David Crowder blogs here)

· Blogger/Wordpress demo (mostly adults) 

Introduction to MMORPGs
· I’m a pretty active gamer. I can’t afford to play all the latest video games as they come out nor do I even want to anyway, but I do have a couple favorite games that I’ve played for years. The adrenaline rush, the sense of heroic accomplishment domination and the excitement of out-performing opponents make for a very addicting mix.
· When asked about what are the two top activities they do online, 17% students said social networking sites, but 47% said playing games. Most of the games are casual games, which means they’re playing against a computer or simple little flash-based games.

· A couple weeks ago Halo 3 broke the world record for the most revenue earned in a single day by any form of entertainment: $170 million in 24 hours!
· World of Warcraft has over 9 million players and experts say that up to 40% of them are clinically addicted.
· According to the Entertainment Software Association, the average age of video game buyer is 38 years old and 38% of them are women, meaning that video games are not just for young teenage boys with no jobs, as the common perception may be.
· What is an MMORPG? (Dave do a demo)

· Why are they so addicting?
· When Paul Sams, the COO of Blizzard (the company that makes WoW), was asked why people play World of Warcraft, his answer was a bit depressing: “How often in your everyday world do you get to feel heroic?” he said. “How often do you get to step into a world and do something big and meaningful? People need an escape from ordinary life. It’s just something people need.”
· What’s implicit in this statement is that our normal lives just aren’t good enough. Our life in WoW and other MMOs seem fundamentally better than our real lives.

· But not only do we feel like we’re accomplishing something meaningful and significant, there’s a huge community attraction that’s praised by almost everyone I talk to about why they play WoW.

· Thirty-year-old Ta-Nehisi Paul Coates writes about his former WoW addiction and says this: What I came to understand was that WoW was not necessarily an escape, but a surrogate for a community that is harder and harder to find in the real world. I lived further from my parents and siblings than my parents had. I wasn’t raised in the church. In my 20s, I built a shocking amount of community around illicit substances and bars. But with age and a child, that was no longer as attractive or even possible. Into that void, I brought WoW, which instantly connected me with the world—not just mine, but others I could never have imagined or found on my own…. [Now that I’ve quit playing WoW] I miss my guild, Gnomeland Security, a loose cross-section of military guys, history majors, high school students, writers and singers. They were the place where everyone knew my name.
· Community might be the number one aspect of MMOs that keeps players coming back for more — to earn a reputation and be accepted by other people.

· Through many weeks of brainstorming and even analyzing some of my own attractions to the MMO game, Guild Wars, here’s a list of why I think the MMO gaming genre can become so addictive:

· You can be the best in the world at something.

· Because you are the best, you become valued and needed by your guild and others in the game.

· You are able to earn the admiration and respect of other players and thus make a name for yourself.

· There is a high level of aggression, which feeds a constant flow of adrenaline.

· You have complete ownership over building your character into whoever/whatever you want him/her/it to be (unlike other games that only give you a selection of characters to choose from, like sports games). You develop the character’s strengths and weaknesses, craft armor, build weapons, learn skills, perfect those skills, and, in some cases, even develop their unique personalities. It makes you feel that you have a unique identity, that you’re different and special from everyone else in a crowded world.

· There is a rewarding and satisfactory feeling of conquering and achieving something difficult.

· Interest in the paranormal and supernatural and controlling aspects of them for your advantage is very intriguing to teenagers and young adults. (Christianity even plays off this sometimes, too, doesn’t it?)

· Death is never the end or “game over,” it’s only a development of character or an annoyance, which feeds an internalized feeling of invincibility.

· The only laws/limitations are the laws of physics and sometimes even they can be overcome.

· Fantasy is always attractive. Everyone has fantasies and imaginations to explore and carry out.

· Relationships between real-life people abound and thrive in these online communities.

· All the women are beautiful and all the men are handsome.

· There are no families, only guilds and clans (of real-life people) that adopt members based on skill level, achievements and common goals. Thus, there is again pressure to excel and surpass everyone else.

· The feeling that you’re actually making a difference as the enemy is defeated/eliminated/forced to submit.

· There is no sleep, no need to rest, only the need to be better and stronger.

· There is no mourning, only revenge.
· Strategy and critical thinking are required to outwit and ultimately defeat your opponent. Victory does not always belong to the strongest — it often goes to the smartest and most knowledgeable. (A very attractive aspect for the little guys in real life who are often picked on or feel physically inferior.)
· What is the spiritual influence?
· Neither the skills nor the context of World of Warcraft are demonic in nature or have much to do with witchcraft or sorcery. Calling down fire from heaven or placing a hex on a foe to drain health doesn’t feel like personal control over nature as much as it feels like another strategic puzzle piece to defending yourself while defeating of the foe.

· I would liken it to movies such as Lord of the Rings, Star Wars, Wizard of Oz, The Matrix, or The Chronicles of Narnia. Are there spiritual overtones in these movies? Sure. Will watching them (even multiple times) have a spiritual impact on the viewer? Probably not. Watching Gandalf perform his magic and dramatically shout, “You shall not pass!” makes me tingle with excitement, but it doesn’t make me want to adopt his magical powers for my life.

· Does World of Warcraft have spiritual overtones? Sure. Will playing the game have a spiritual impact on the player? Probably not.
· That said, children are not able to completely discern fantasy from reality. (Who hasn’t watched Superman as a child and tried flying by jumping off the top bunk?) I would advise that elementary-aged kids not be permitted to play the game, but teenagers and adults, being more developed mentally and emotionally, are capable of making the differentiation.
· What’s good about them?
· As a Christian, there a tons of ministry opportunities in these games! I’ve even blogged in the past about some of the ministry opportunities I’ve had in Guild Wars. It is an incredible way to meet unsaved people and share the gospel. I’ve lost count of how many opportunities I’ve had to talk with people about tough real-life situations and share the difference Christ could make in their lives. One person I know is even actively involved in church now because of it.

· It provides a great sense of release, especially during stressful times in life.

· Highly entertaining.

· Community is valued and interaction therein is required for success.

· It requires reading, strategy, critical thinking and puzzle solving. (Compare to movies and TV, which are both very passive forms of entertainment.)
· It’s one of the few spaces available, other than church, where there is genuine age diversity engaged together in a social activity. It can actually be a blessing because there is no other element outside of WoW where younger people are actually engaged, running around and having a good time with older people.

· A lot of these older people are actually helpful because the other people will discipline the kids for doing stupid things. “Don’t do that! You’re not helping the guild.” So when you have really good guild masters who are looking out for everyone and forming relationships with the others in the guild and that person tells a member to don’t do something that’s immature, amazing things happen. Some of the dynamics in WoW are unbelievable healthy.

· WoW is bridging parent/child gaps as they play the game together since it’s one of the few activities that’s “cool” to do with older people.

· According to research, there is some problematic behavior that seeps through, but a lot of it has been kept in-check a lot better than any other site.

· It provides a mental and emotional escape from reality that we all need from time to time. (Again, TV and movies also provide this escape.)
· What’s bad about them?

· It provides a mental and emotional escape from reality, which is very dangerous in excess.

· Research shows that most of the kids who play WoW are the ostracized kids who aren’t connecting with communities in real life.
· They have the potential to become all-consuming, replacing everything else and becoming the #1 priority in our lives.

· In rare cases, reality and fantasy become confused.

· It’s easy to spend more time developing a virtual character than our own personal character.

· Self-worth may become wrapped in the identity of a virtual world rather than in our real world.

· There may be a lot of foul language by other players in the game. (Usually chat can be turned off.)

· People who do not have a strong personal identity, healthy relationships, sense of purpose and appropriate ways of exerting power in the real world will instead form them in a virtual world, usually with harmful results on real-life self-identity and social interaction.
· How much time is too much?

Upcoming social sites
· Twitter demo (twittervision, twitterific, a move away from the computer, “What are you doing?”)

· Virb demo -- Dana

· Ustream.tv demo

What happened to email?

· Why kids don’t use email to communicate with each other.

· By in large, teens don’t like email and don’t use it as much anymore.To teens, it’s just a lot of junk:

· Spam

· Marketers

· Junk

· Phishers

· Scams

· Authorities

· Adults

· There’s no friends there.

· They don’t want email.

· Email is also too slow. They want it to be like hitting the “Fire” button when they’re playing video games.
· How kids communicate now and why: PM, SMS, IM

· The primary means of communication for peer-to-peer has changed to IM, text messaging and social network sites because it’s seen as being less filled with junk.

Pornography Usage
· The media is filled with sexual images. It’s not just the Internet. So if you want to be careful about how your kids view this, you have to be consistent with movies, TV, commercials, billboards, magazines, etc.

· There is concern, though, that the Internet makes it too easy to access pornography.

· Concerning intentional use of porn:

· 10% of youth use the Internet to look intentionally at porn.

· 13% say they use magazines

· 10.5% say they use movies.

· Kids are looking, but the Internet doesn’t seem like a much more common source than any other traditional sense of accessing it.
Tips for the home: What should we do with this info?
· Where parents get involved

· Parents are involved because they’re the ones that bring the computer into the home and provide the Internet access.

· Parents are taking steps to actually keep their children safe, to protect them in a variety of ways.  It’s not all parents, but it is, in some cases, the majority of parents.

· 53% of online households have filtering software installed on the computer at home.

· 45% of online households have monitoring software of some kind on the computer that the children use.

· 65% of parents report checking up on their child after the child has gone online.  Parents also make rules about internet use.

· 85% percent say they have rules about where teens can go online and the kind of information they can share.

· 69% percent have time use rules.

· The internet as a medium is more likely to have rules than either the television or video game playing.
· Parenting is about setting limits, building trust, and helping teens become responsible adults. Lying is what teens do to test their limits. Getting caught reminds teens that the limits are there because parents care enough to set them.

· Parents are in the awkward position of having to intervene for safety and civility reasons at an age when teens need to be independent – it’s out of sequence. But you still have to intervene, even though they may tell you it’s my privacy. You are still charged with keeping your teens safe while giving them an understanding of the power of the universe; you have to embrace it and explore it and look for good in it.

· Strategically position the computer at home

· Communicate with your teen. Ask questions. Earn their trust (trust is not a right they automatically give you). If you find something inappropriate, use it as an opportunity to talk to your teen. Don’t just ask them to take it down or forbid them from visiting certain sites. Explain why. They may roll their eyes when you bring up the issues, but don’t let it stop you. Show them what you’re talking about. Ask them questions. Ask if you can listen to what’s on their iPod or to show you who’s on their IM buddy list. You may find they’ll start talking about the rest of their lives.

· Learn from your kids. If your kid is older, asking them to teach you how to use these websites may or may not work, depending on your relationship with them. But when they’re younger, like 9 or 10 years old, asking them, “Hey Billy, show me what you learned today on the computer” is an easy way for you to keep up and learn along with them.
· Search Google. Google your kids’ names, nicknames, post and email address and other information to see what turns up. That might be an indicator to how much is available online about your kids.
· Use the browser history. Not foolproof, but helpful.

· Shoulder surfing

· Join your kids! Ask them to help you create a profile, get a screen name, chat with them, learn to text message. Join them where they’re at. Learn how to play their video games. Then be the adult and say it’s time to turn everything off and come to dinner.

· Ask them to show you their profiles.

· The problem with monitoring software

· You give your parental responsibility to a piece of software.

· It’s ineffective at blocking sites (based on keywords or blacklists maintained by humans)

· It often blocks appropriate sites, frustrating both parents and students, like war, genocide, safer sex and public health. The waiting period for a site to be approved is often several days.

· Typing misspelled words or modern slang to get around filters.

· I could easily explain in two minutes or less how to get around all monitoring software, passwords and computer restrictions without leaving a trace behind.

· Covenant Eyes

· Your relationship makes all the difference. How far you go to monitor your teen online depends on your parenting philosophy.

Regardless of the day an age, it’s parents jobs to protect their kids and raise them appropriately. They are still developing cognitive skills that help them critically think through potential consequences and you need to be there for them through that process.

Anastasia Goodstien tells that she wrote in her diary about experimenting with drugs. Her mom became suspicious and broke into her diary then severely disciplining her. The result was that she avoided drugs from then on.

Teens need you to set boundaries for them so they can learn to do this for themselves as adults. The best thing you can do for a teenager is listen.

The Internet is good: connects us with people we care about, allows us to express ourselves and it has potential for both positive and negative consequences, just like anything else in life, like hanging out at the mall.
CNN Video


General Q&A for panel of students

Specific family Q&A
